26/ 03/ 1997
Two of 6 proposed cyber |aws tabled (HL)

Kamar ul Yunus

TWO of the six proposed cyber laws that will formthe | egal framework of
the Multimedi a Super Corridor (MSC) were tabled in Parliament yesterday,
spel ling out sone of the I egal obligations and rights of parties involved
as well as the conmputer crines punishable by law in Ml aysia.

The two bills tabled for first reading were Digital Signature Bill 1997
and Conputer Crines Bill 1997. Six cyber | aws have been proposed for the
MSC.

The Digital Signature Bill seeks to provide for, and regul ate the use
of, digital signatures. Among other things, it will rmake digital signature
as legally binding as handwitten ones or thunbprints.

The Conputer Crimes Bill lists the offences relating to m suse of
conputers. Common conputer m schief such as hacking, inplanting viruses
and di vul gi ng secret passwords will soon becone of fences puni shabl e by
heavy fines and jail ternms.

Ener gy, Tel ecomuni cations and Posts M nister Datuk Leo Moggi e tabl ed
the two bills and Deputy Prine Mnister and Finance M ni ster Datuk Seri
Anwar | brahi manswered rel ated questions rai sed by nenbers of Parlianent.

Divided into seven parts, the Digital Signature Bill defines the digital
signhature as a transformati on of a nessage using an asymetric
cryptosystem such that a person having the initial nessage and the
signer's public key can accurately determ ne.

Under the Bill, a controller of the certification authorities will be
appointed by the nminister, primarily to license certification authorities
and to nonitor as well as oversee the activities of the authorities.

The certification authorities appointed to nonitor and supervise the use
of digital signatures nmust be |icensed under the proposed Digital
Si gnature Act.

Under the Bill, those convicted of operating or submitting as a
certification authority without valid Iicence are liable to a fine of up
to RVb0OO, 000 or 10 years' jail or both.

In the case of a continuing offence, offenders are liable to a daily
fine not exceedi ng RVb, 000 for each day the of fence conti nues.

A mandatory |licensing schene is al so being proposed for the
establ i shment of a m ninmal supervisory systemfor the provision of basic
reliability in the conduct of certification authorities.

The Conputer Crines Bill 1997 provides penalties of between Rw5, 000 and
RML50, 000 or inprisonnent of between three and 10 years for offenders.

For exanple, Section 3 of the Bill stipulates that it is an offence for
a person to cause a conputer to performany function with intent to secure
unaut hori sed access to any conputer nateri al

O fenders can be fined not nore than RVbO, 000 or inprisonment not
exceedi ng five years or both.

The Conputer Crines Bill proposes to extend its effect beyond Ml aysia's
boundari es, given the borderless nature of conputer crine.

Anwar, who is al so the MSC Founder Council chairman, said the proposed
| aws are needed to encourage el ectronic comerce by neans of applying the
"comrer ce-enabling"” laws, as well as protection to the consuners through
"societal |aws".

He said since Prine Mnister Datuk Seri Dr Mahathir Mhanmad | ed the MSC
roadshows to the US and Japan in January, the project has received
"overwhel mi ng" response, both fromforeign and | ocal conpani es.



More than 500 nul tinedi a- based conpani es have shown keen interest to
participate in the MSC. O these, 122 are forei gn conpani es and 461
| ocal s.

Four conpani es have been awarded the MSC status; they are: Ml aysian
Institute of Mcroel ectronic Systenms Bhd, Tel ekom Mal aysi a Bhd, Ni ppon
Tel egraph and Tel ephone of Japan, and Sun M crosyst ens.

He al so said the MSC status will be given to conpani es based on three
main criteria: a global nultinmedia and information technol ogy-based
company; conpani es whi ch provi de adequate skilled workers; and those which
pronote transfer of technol ogy.

On the seven MSC fl agship applications, Anwar said their inplenentation
strategi es are expected to be ready by June.

The applications are a worldw de manufacturing web, borderl ess
mar keti ng, research and devel opnent clusters, smart schools, multi purpose
card, tel enmedicine, electronic government and nultinmedi a fund haven.

The Governnent al so plans to set up a nultinedia university within the
M5C to cater to the long-termneed for |ocal professional workforce

"As a pioneer project, Tel ekom Mal aysi a has been directed to tenporarily
locate its multinedia faculty of its Universiti Telekomin the MSC, " he
added.

Besi des Digital Signature and Conputer Crines, the other four cyber
bills to be tabled are the Telenedicine Bill 1997, El ectronic Gover nnent
Bill 1997, Multinedia Convergence Bill 1997, and a Bill on amendnents to
the Copyright Act, which include provisions on protection of intellectua
property.

The Telenedicine Bill and the Bill on Copyright Act are expected to be
tabled at the current Parliament sitting, and the other two at the next
sitting.
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