13 JULY 2001
Mahat hi r- Security
PM CALLS FOR | NCREASED NET SECURI TY TO CURB CYBERCRI MES

KUALA LUMPUR, July 13 (Bernama) -- Prine Mnister Datuk Seri Dr
Mahat hi r Mohamad said today that greater attention should be given to
matters concerning network security in view of the rising nunber of
cybercrinme incidents and the increased use of the Internet for
m si nf or mati on.

He said it was inperative that adequate neasures be taken to formul ate
a conprehensive and fool proof regulatory and | egislative framework
particularly for the conduct of e-conmerce activities.

"Whi |l e governments, nultinational corporations and other interested
institutions are doing everything possible to junp-start and push their
k- econony plans forward, there are al so many peopl e, organi sed or
ot herwi se, who are trying to do everything possible to disrupt and thwart
these efforts,” he said when opening the Asean Tel econmuni cati ons M nisters
Meeting (Tel mn), here.

These included international crimnal syndicates, amateur hackers,

Vi rus-pranksters and e-noney connen whose actions had caused cat ast rophic
effects on the information infrastructure that forned the basis and
conditions of a know edge-based society.

Dr Mahathir's speech was read out by Energy, Conmunications and
Mul ti media M nister Datuk Amar Leo Mbggi e.

In this respect, Dr Mahathir proposed that the m nisters consider
seriously the establishnment of an Asean Network Security Coordi nation
Centre which could serve as the focal point for managenent of information
and network security issues.

The centre could play an inportant role in assessing the e-security
readi ness of Asean menber countries and facilitate training and exchange
programes for network security enforcenent, he said.

"The m suse of the Internet for propagating and di ssem nati ng
information detrinmental to both national and societal interests are on the
rise. The nunber of websites dedicated to hate information and pornography
i s mushroom ng and beconmi ng nore easily accessible especially to the
younger generation," he said.

Dr Mahathir said although many countries had attenpted to address the
i ssue via legislative and regul atory measures, these had | argely been
i neffective due to the gl obal character of the Internet.

For exanple, he said, those responsible for dissen nating of fensive
i nformati on on the net could not be prosecuted in a particluar country if
the website was hosted outside its border

He said this was where regional cooperation in Asean could be vital

Dr Mahathir urged the gathering to not only deliberate on the issue
fromthe perspective of the region but also to devel op a common consensus
i n addressing the problemat the international fora.

He al so asked the mnisters to help narrow the digital divide anong
Asean countries which could be done by ensuring a nore equitable
di stribution of comunications and information infrastrucutre.

"Central to this is the need for further enhanced interconnectivity and
i nteroperability anong Asean countries by pronoting and establishing common
regi onal standards for information infrastructure,” he said.

In this regard, he said, it would be good if there was intra-Asean
i nvest ment by tel ecommuni cati ons conpanies (telcos) of the region.

Dr Mahathir believed there was opportunity for Asean countries to



cooperate in skills and expertise devel opnent in the field of information
t echnol ogy which coul d be achi eved t hrough the establishnent of regiona
centres of excellence.

He said it was vital for Asean to determine its own agenda whil e noving
t owar ds k-economy as Asean could no | onger be dictated by the richer world
inthis newfield characterised by the digital revolution

Dr Mahathir said instead of followi ng devel opnmental nodel s perpetuated
by industrialised nations, Asean should play the gane according to its own
rul es.

"The rules of these nodels only ensure that we remain subservient to
the dictates of the richer world," he added.
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