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Uppi ng the security ante
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OCT 31, 2003 will be long etched on the m nds of nost Ml aysians. It was
Tun Dr Mahat hir Mohanmed's final day as Prinme M nister after holding office
for a record 22 years. But not nmany woul d have noticed that when Dr
Mahat hi r cl ocked out of the Prine Mnister's Ofice on that day, he didn't
punch a card or sign his nane in a book. Instead, he placed his thunb on a
scanner machi ne that uses the high-tech Karsof Fingerprint Technol ogy
(KFT). Simlarly, on Nov 3, 2003, when Datuk Seri Abdul |l ah Ahnad Badaw
took office as the new premi er, he used the scanner machine to clock in.

Interestingly, KFT was i nvented by a conpany based in Ml aysi a,

Mul tinmedia d ory Sdn Bhd (M3SB), and i s regi stered worl dwi de as a
Mal aysi an technol ogy. MGSB was formed in 1999 with the m ssi on of
providing total security software solutions and i n systemdesi gn and
devel opnent for a wi de range of industries.

According to MSB' s executive director, N Srikanthan, the conpany's
formation in Mal aysia was a | ogi cal step. After a stint as an I CT | ecturer
in Tafe Col | ege, Serenban, Srikanthan ventured into the software
devel opnent industry in 1992. As with many ot her i ndependent software
devel opers then, he opted to outsource technical work to specialists in
India. That was a m stake because we suffered froma host of |ogistics
i ssues and service level suffered as aresult,' he says. It was then that
the 42-year-old I ndian national decided to invite his cousin, ex-college
mat e and of t en busi ness associ ate, Lalitha Kal eedhas, to Mal aysi a so that
a pernmanent base can be set up locally. Little did Srikanthan know t hat
The invitati on woul d net hi mnot one but two R&D scientists. This is
because apart fromher husband, Lalitha also brought al ong her son
K. Karthik - a child software prodigy.

Wth the hel p of Karthik - who began devel opi ng software for commerci al
use when he was only seven years old - the three-person R& team was soon
creating cutting edge technol ogi es. The conpany, for exanple, was one of
the first to launch bionmetric based products in Asia. Consequently, it
started to expand qui ckly. Srikanthan says MSSB has been recordi ng 100%
revenue growt h consistently since 2000. Its biggest deal thus far is a
RMA.5 million contract to provide the KL International Airport (KLIA) with
a biometric based security system

The company has since recei ved M5C status and M nistry of Finance
registration. It currently has six patents pending. Its suite of products
iscalledKarsof (tn) (an abbreviation for Karthi k software). According to
Lalitha, who is the managi ng director of MSSB, the conmpany is involved in
many ar eas of devel opnent, incl udi ng conmerci al application devel opnment
and systemprotocols (which include operating systemand dat abases).

Its flagship technol ogy i s KFT, which incl 5udes uni que bi onetric sto
rage process that enables | owfingerprint data storage size. Lalitha
claims that KFT is the only technology in the world that can store
fingerprint data in 16 bytes storage space conpared to the industry
average of at | east 256 bytes of storage size. This ensures the technol ogy
wor ks wel | in narrow bandw dth options, e.g. dial up line.

Lalitha says KFT's hi gh performance identification algorithmrecognises
verifies and accesses data fromany dat abase regardl ess of sizeinless
than two seconds. "KFT is user friendly and wi dely accepted by end-users
because of its pronpt verification and high tol erances to finger
conditions and other external variant to the system' she adds. Not



surprisingly, KFT in security applications is used by sone of the nation's
hi ghly secured preni ses such as the Prime Mnister's Ofice, the Prine
M ni ster's residence and KLI A.

This ability to mininmse storage capacity ensures that KFT based
application can be used to i nprove existing infrastructure w thin various
i ndustries. Expect nore secure ATMs and credit cards within the financi al
sector. Areas wi thin the government sector which can potentially benefit
fromthe technol ogy are passports, IDcards for citizens, terrori st
noni toring and national security.

Based on KFT, MGSB devel oped t he Karsof Total Airport Security System
(KTASS) in 2001. This integrated solution nonitors and controls all
internal security managenent at KLI A Anong ot her things, it provides
bi onetrics access control to 26,000 KLI A personnel and al so to all
visitors torestricted areas of the airport. It handl es an aver age of
150, 000 transacti ons per day involving staff, crew, pilots, visitors and
ot her airport pass hol ders.

Based on open architecture, KTASSis a systemthat can integrate with
ot her security databases as such airport bl acklists and crini nal
dat abases, even via narrow bandwi dth. Interestingly, duetoits KFT' s
t echnol ogy enabling the | ow dat a storage si ze, search capabilities are
fast and provide accurate results. Field tests, at the 2003 Asia Pacific
Australian | nformati on Conmruni cati on and Technol ogy Awards (APl CTA) in
Thai l and recently, proved that search results for a 30 mllion-fingerprint
dat abase took only 0.5 seconds for fingerprint matching.

Not surprisingly, KTASS has won a string of awards for its R&D work. At
API CTA 2003, it bagged the Best of Security SystemApplications, MC ,
"Best of the Best Prine Mnister's Anard, MSC , and " Best of Security,

I nternational' awards.

Most of MGSB's sol utions, including basic conponents and systens
protocol, are devel oped i n Mal aysi a. Karthik, who is CTO of MGSB, says
that in conparison, some of its conpetitors opt for external software
component s when devel oping their suites. “Such practices will cause
probl ens to customers who m ght require newfunctionalities or added
requi renents in the future,' he points out.

However, this stated commtment towards i nternal software devel opnent
wor k has not transl ated i nto hi gher head count for MGSB, which stands at
10 core personnel. The conpany, however, hires additional nmanpower from
wi thin and outside the country based on the project needs. The rati onal
for this is that the manpower turnover in the industry is high, and
therefore there is always the |likelihood that coders will | eave i nportant
devel oprmrent work hal fway. " So, we have strengthened our processes to
ensure seanl ess devel opment work can be carried out by any reasonably
tal ented coder without aloss in efficiency,' says Karthi k. The conpany
relies onits own Karsof standard tools for devel opi ng the application
sof twar e.

Conpet ent techni cal personnel are handpi cked from Ml aysi a and abroad,
and used on a contract basis. MSSB hired 35 technical specialists for the
KLI A project. As such, the overheads are nai ntai ned at reasonabl e | evel s,
al | owi ng savi ngs to be passed on to custoners through a nore conpetitive
pricing structure. The fl exi bl e product devel opnent nodel has obvi ously
been successful based on the nunber of patents pending products devel oped
by MGSB. Currently, there are six enconpassi ng areas such as bionetric
verification for electronic transactions over the Wb, conmputer network
security, fingerprint authenticationinlarge database, fingerprint
storage size | ess than 20 bytes, and application security with bionmetric
f eat ures.

The future | ooks bright. The conpany is due to | aunch two products with



the potential to become noney-spinners soon - "Karsof Protection Shield"
and "Karsof Anti Piracy System'. The first product is a security solution
and the second an anti-piracy systemthat, anong others, protects original
CDs from bei ng pirated.

The launch of these products is bound to attract nore blue chip clients.
At present, MESB' s clients include the Government of Mal aysia, Mal aysi a
Ai rports Bhd, Affin Bank Bhd, Oriental Capital Assurance Bhd, and Fujitsu
Mcro Electronics (M Sdn Bhd. Acording to Lalitha, tal ks are underway
with many interested parties fromAustralia, Sri Lanka, Thailand and t he

United States for various sol utions.
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